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Microsoft Information Protection Framework



Endpoint data loss prevention

Endpoint data loss prevention (Endpoint DLP) 
extends the activity monitoring and protection 
capabilities of DLP to sensitive items that are on 
Windows 10 devices.



Supported File Types

Word files

PowerPoint files

Excel files

PDF files

.csv files

.tsv files

.txt files

.rtf files

.c files

.class files

.cpp files

.cs files

.h files

.java files

Endpoint DLP monitors activity-based on MIME type, so activities will be captured even if the file extension is changed.



Endpoint DLP Activities



Endpoints requirements

https://compliance.microsoft.com
• Windows 10 x64 build 1809 or later;
• Antimalware Client Version 4.18.2009.7 

or newer;
• All devices must be Azure Active 

Directory (Azure AD) joined, AD joined, 
Hybrid Azure AD joined, or AAD 
registered;

• Microsoft Defender for Endpoint active
mode.

• Recommended Windows Updates:
• For Windows 10 1809 - KB4559003, 

KB4577069, KB4580390;
• For Windows 10 1903 or 1909 -

KB4559004, KB4577062, 
KB4580386;

• For Windows 10 2004 - KB4568831, 
KB4577063;

• For devices running Office 2016 (and 
not any other Office version) -
KB4577063.

https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-azure-ad-join


DEMO



Endpoint Data Loss Prevention

https://www.ictpower.it/guide/configurare-endpoint-data-loss-prevention-in-microsoft-365.htm

Get started with Microsoft 365 Endpoint data loss prevention - Microsoft 365 Compliance | Microsoft Docs

https://www.ictpower.it/guide/configurare-endpoint-data-loss-prevention-in-microsoft-365.htm
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-started?view=o365-worldwide
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Mentre pensate alle domande, 
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